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1. Introduction  
Data Digitalization is one of many ways to 
preserve analog data, especially confidential data. 
Degree certification is an example of a confidential 
document that contains information of the owner, 
especially the registration number from the 
government. Most of the degree certification only 
printed as paper, and there is a possibility to be 
manipulated by the third party. 
Semarang University issued a degree 
certificate for every graduate student. Graduated 
students required legalized degree certification to 
apply job vacancy anywhere. University provides 
document legalization for graduate students; they are 
required to bring a copy of degree certificate before 
legalization.  
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The legalization process starts with 
administration staff in each faculty and continues to 
Rector or Dean for legal signature and stamp. 
However, this process has many problems such as 
when the rector or the dean is away and high risk of 
losing the original certificate during legalization. 
Degree certificate verification and legalization 
system are required to solve these problems. The 
proposed system is a digital system where verify and 
legalizes a degree certificate to ease certificate 
legalization and storing process. This system has a 
purpose to speed up the legalization process, so 
graduated students don't need to go to campus. 
QR code can be embedded along with the 
degree certificate to make the data access or 
originality verification faster[1]. Hence, the company 
can verify the originality of the issued degree 
certificate. QR code has been used for many 
 













Abstract: Degree certificate legalization system with encryption security 
feature using Advanced Encryption Standard (AES) in Semarang University 
has a purpose to support academic to do online document legalization 
through a system. The main problem which occurs in academic 
administration is a long document legalization process that causes an 
ineffective and inefficient legalization process. 
To solve the problem, a system that can encrypt a document for better 
security is required. This system is built with the Advanced Encryption 
Standard algorithm with a 128-bit sized key to encrypt confidential 
information inside the document. During the encryption process, this 
algorithm operates using 4x4 bit array blocks and passing many encryption 
processes for at least 10 (ten) times. The application is analyzed with 
object-oriented analysis and modeled with Unified Modeling Language.  
The result of this research is a system which can secure document with AES 
algorithm with a 256-bit sized key. The security element in this algorithm 
will make easier to identify the owner of the document. The secured 
document is easily accessible through PHP-based web or available QR code. 
When decrypting the document, the application will activate the camera 
function and decrypt the information document. 
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purposes such as security features or degree 
certificate verification methods[2]. However, QR 
code verification has weakness such as manipulable 
data or misused certificates. Compared to barcode, 
QR code can store larger data by making two 
dimensions marking in the surface. Barcode only 
store data as stripped one dimension marking in the 
surface, so only capable to store limited number of 
data[6][7]. 
Advanced Encryption Standard algorithm 
(AES) is a symmetric encryption algorithm that 
provides better security than any previous encryption 
algorithm. This algorithm used block-based 
encryption where substitution, permutation, and 
rotation process provided data block into an 
encrypted block. Besides that, AES used a 128-bit 
sized symmetric key for encryption and decryption 
process. Hence, this research used this algorithm to 
secure a degree certificate against data tampering[3]. 
According to the explanation above, the 
required system must capable to verify the originality 
of degree certificate and legalization online with 
AES digital signature. Hence, improve the efficiency 
and effectivity of academic staff and shorten the 
administration process of degree certificate 
legalization. 
 
2. Research Method 
The research methods applied in this study 
include: 
2.1 Data Gathering 
The gathering method used in this research is: 
a. Interview and observation 
This method is used to gather primary data by 
interviewing administration staff as well as the head 
of the university. Hence, the result of the interview is 
explained below: 
Table 1. Interview Result 
Responder Interview Summary 
Galih The company required an 
application to verify 
certificate originality 
Ana Application with security 
feature is required to 
decrease certificate 
manipulation 
Etik Application to ease degree 
certification process and 
faster data access 
Vita Alumni are waiting for the 
legalization process 
Ika Supporting applications are 
needed to legalize online 
Eni A valid legalization 
application and data 
security is required. 
 
 
b. Literature Study 
This method used to get secondary data about 
the research object as well as theory and method 
from the research article. 
 
2.2 System Development Methods 
The development of the system was based on 
waterfall approach where each of processes is 
systematic, sequential, and linear. This development 
cycle has benefit faster and staged process, so there is 
no risk of forgotten specification during 
development[4][5]. See figure 1: 
 
 
Fig.1. Waterfall (Pressman, 2015) 
 
Stages include:  
1. Communication 
The communication phase is done to 
understand the problem which occurs during the 
legalization process. Besides that, this phase also 
identifies the weakness of the legalization process 
done by the administration staff. 
2. Planning 
During the planning phase, system 
development must be planned accordingly. Thus, the 
result of the development will produce a system 
which helps administration staff legalize degree 
certificate. The development process also considers 
security feature inside the system 
3. Modeling 
After going through the planning stage, the 
researcher then conducts the modeling stage. The 
modeling phase is performed to analyze and design 
the system. At the time of analysis, the researcher 
determines the specifications of requirements, both 
hardware requirements, software requirements, and 
user needs. As for the design, researchers do the 
design using UML (Unified Modeling Language) 
tools which include use case diagrams. 
4. Construction 
The last step is to build the system with 
programming and testing. The system itself is built 
with PHP programming and Laravel Framework. The 
website is supported by MySQL as a database of all 
certificate data. 
 
3. Result and Discussion 
3.1 Analysis 
Systems analysis conducted by researchers 
includes the analysis of hardware requirements, 
analysis of software requirements, and analysis of 
user needs. 
1) Hardware Requirement Analysis 
a. Intel Pentium Processor 1.87 GHz 




f. A printer 
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2) Software Requirement Analysis 
To help the process of making this application, 
researchers used the object-oriented PHP 
programming language Framework based on Laravel 
with MySQL database. 
3) User Needs Analysis 
The system needed by USM administrative staff 
is a system that can store diplomas and transcripts 
digitally while at the same time can provide a special 
code that certifies the authenticity of the diploma so 
that it can be easily downloaded by USM alumni. 
 
3.2 Encryption Mechanism 
The implementation of AES is used in 
encryption and data documents. The system that 
already has a hash will be used to encrypt the data 
(diploma/transcript) that the user uploads. The results 
of the document will be stored in a database. The 
data input that was copied to the state at the 
beginning of the encryption process. After that, the 
state will repeatedly transform as many rounds (Nr) 
as SubBytes, ShiftRows, MixColumns, and 
AddRoundKey.  
This process is called the round function in 
the AES algorithm. The state is not given the 
transformation of MixColumns in the last round [1]. 
Illustration of the initial process of encryption using 
the ES-128 algorithm is explained in Figure 2 
 
 
Fig 2. AES encryption illustration 
 
In the AES algorithm, the number of input 
blocks, output blocks, and the key are 128 bits. With 
a data size of 128 bits, it means that the block size or 
Nb = 4, which shows the length of data 22 per line is 
4 bytes. With an input block or data block of 128 
bits, the key used in the AES algorithm does not have 
to be the same size as the input block. The cipher key 
in the AES algorithm can use keys with 128-bit, 
192-bit or 256-bit long. The difference in key length 
will affect the number of rounds that will be 
implemented in this AES algorithm. 
Hence, the encryption and decryption process 
are explained below: 
1. AES encryption 
The input copied into the state will be subjected 
to an AddRoundKey byte transformation at the 
beginning of the encryption process. After that, the 
state transforms SubBytes, ShiftRows, MixColumns, 
and AddRoundKey repeatedly.[8] This process is 
called the round function in the AES algorithm. The 
last round is somewhat different from the previous 
rounds, where the state did not experience the 
transformation of the MixColumns in the last 
round.[9] 
2. AES decryption 
To build an easy-to-understand inverse cipher for the 
AES algorithm, the cipher transform can be reversed 
and applied in the opposite direction. InvShiftRows, 
InvSubBytes, InvMixColumns, and AddRoundKey 
are the byte transforms used in the inversion 
cipher.[10][11] 
3.3 System Planning 
The design of the smart system will help in 
building the applications. The design is based on the 
use case diagram and scenario which exists inside the 
system. 
 
Fig 3. Use Case of Smart System 
 
An administrator manages who will use the 
system by giving access rights to enter the 
application, besides that the admin has the function 
of managing diplomas and transcripts, including 
uploading, saving and deleting. diploma and 
transcript are given a digital signature by the 
Chancellor automatically by the system. Signed 




1. Administrator Login Page 
The administrator login screen contains the form 












Fig 4. Login Page View 




2. Home View 
Main Menu contains menus that can be accessed 
by Administrators and Users, including Home, 
Diploma List, and Documents. 
 
Fig 5. Home Page View 
 
3. User View 
User Data View is used to manage users who 
have access rights to the application. On this page 
there are add, edit and delete functions. 
 
Fig 6. User Page View 
 
4. Document View 
Document View is used to manage signed 
documents. On this page there are add, edit and 
delete functions. 
 
Fig 7. Document List Page View 
 
5. Implementation of Diploma with QRCode 
Display Diploma with Safety QRCode in Figure 8 





Fig 8. Implementation of Diploma with QRCode 
 
4. Conclusion 
Based on the analysis and discussion in the 
previous chapter, the author draws the following 
conclusions: 
1. Smart System Application Legalization of 
Diploma with Web-Based Digital Signature at 
Semarang University successfully created using 
Laravel Framework and MySQL database. 
2. Intelligent System Application Legalization of 
Diploma with Web-Based Digital Signature at 
Semarang University can process the signing of a 
document (diploma) in the process of legalization 
faster and easier than before manually. 
3. Validation back using the QR Code scan method 
generated from the Smart System Application 
Legalization with a Web-Based Digital Signature 
at the Semarang University can call the document 
in question appropriately. 
 
Suggestions that the author can give relating 
to the resulting application, namely: 
1. The need for further socialization related to the 
use of digital signatures on electronic documents 
has the legal force and legal effect the same as 
wet signatures on documents in general. 
2. Applications need to be developed with more 
advanced features along with technological 
developments such as automatic notification to 
the owner of a digital signature every document 
successfully signed digitally, integrated with a 
static archive processing application, made in the 
form of an android app. 
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